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–Nigel Tufnel, This is Spinal Tap

“No one knows who they were 
or what they were doing.” 



DevOps

Automation

Required to scale. 

Establishes consistency. 

Enables confident iteration.



Dev[Sec]Ops

People

Building for them. 

Working for them. 

Working with them.



Make Room! Make Room!



Welcome to 
the 1980s



–Tron, TRON

“I don't wanna bust out of here 
and find nothing but a lot of 
cold circuits waiting for me.” 



Made by people 

Made for people 

Made of people

Soylent
Soylent
Soylent



Actual Problem Ignored

Users are stupid. 

Devs are lazy. 

Vuln equals risk.



Fantasy Campaign Setting

User             Intelligence -2; Wisdom -2
Developer    Intelligence -2; Wisdom -2



–Carl von Clausewitz, On War

“War is the continuation of 
politics by other means.” 



CI/CD Pipeline

Rearranges security boundaries. 

Provides touchpoints for security checks. 

Enables actions for security feedback.



Communication 

Empathy 

Action 

Feedback

Shared 
Vocabulary



Communication

Children’s Television Workshop, Enter Magazine, October 1983



Risks

Ambiguity 

Erasure 

Essentializing



Empathy

Listen 

Acknowledge 

Repeat back



Codes of Conduct

Set expectations, standards of behavior. 

Describe a path for conflict resolution, 
define consequences. 

Foster participation.
Example: https://golang.org/conduct

https://golang.org/conduct


Tabletop role-
playing games 

Collaborative 
story-telling 

Communication 
exercise



Lists 

Tables 

Appendices 

More tables 

Dice



Barbarian 

Fighter 

Magic-User 

Thief 

Cleric 

Ranger 

Bard

Coder, Sysadmin


DevOps


DevOps at scale


Red Team


Blue Team


Threat Hunting


CISO



Threat 
Modeling



RPG Threat Models
Splitting the party. 

Attacking the darkness. 

Touching the statue. 

Rolling for initiative.



RPG Interpersonal Skills
Compromise 

Negotiation 

Patience 

Team-building



Legends & Lore

Breach

Weak password choice? 

Weak hashing algorithm? 

Weak architecture?



A Fiendish Folio
Abuse 

Distributed abuse 

Less sophistication 

Less technology availability 

Privacy*
*Summons 2d6 more privacy demons



Monstrously Manual

Let’s Encrypt addresses cost and time. 

Key rotation is a critical to usable 
encryption.



Observe and Measure



Weary of Awareness

C
hi

ld
re

n’
s 

Te
le

vi
si

on
 W

or
ks

ho
p,

 E
nt

er
 M

ag
az

in
e,

 M
ar

ch
 1

98
4



Meaningful Metrics

Attaining a goal vs. managing a number. 

Review, revise, reveal unintended 
consequences.



Improving Fix Verification
Verifying fixes was slow, ad-hoc. 

Couldn’t track time of state transitions. 

Notifications weren’t prioritized. 

We’re doomed.



≤ 90 days 
≤ 30 days









Surface salient information 

Set attainable goal 

Communicate plan, importance 

Query for challenges



Unearthing Arcana
What we measure also reflects what we 
care about. 

What we care about also reflects on our 
environment. 



Children’s Television Workshop, Enter Magazine, March 1984



Manual of the Planes

What are you measuring? How are you 
measuring? 

Are you choosing a metric only because 
it’s available?



Cognitive Biases
Bandwagon 

Choice-supportive 

Clustering illusion (vulns…) 

Confirmation bias 

Information bias (numbers, metrics) 

Stereotyping



Mind Flayer

D&D continues to evolve. 

Cliques, in-groups, and gate-keeping are 
threats to any social group. 

Not everyone is familiar with it.



Tough 10(-ish) List
Account recovery 

Password storage 

Software dependency management 

Anonymization 

Abuse



Continuous Integration
Continue to press on identifying 
architectural security flaws, proposing 
technical solutions. 

Remember who implements them. 

Remember who benefits from them.



Continuous Deployment

Not just passive awareness. Active 
execution. 

Meaningful understanding. Doesn’t need 
expertise, but shouldn’t be misapplied.



–Mike Shema

“AppSec is the continuation of 
DevOps by their own means.” 



Thank You!

End of line.



Questions?

@CodexWebSecurum


